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Introduction

Our suite of compliance e-learning courses is designed We work with compliance experts, and often in
specifically for lawyers and law firm staff, and tailored to collaboration with our clients, so we know the
refer to the Law Society of Scotland Practice Rules and content hits the mark.

Guidance where relevant.
All courses are interactive and require active

The courses are soundly based on current law and participation to ensure engagement.
Introduction regulations, with a firm emphasis on their practical

impact. We don’t think people need to learn the law You can see the great reviews we get by looking at

and regulation by rote. Instead, our courses focus on our online store.

what the regulations mean and what you and your

people should think about and do as a result. You can buy the courses individually or as a suite.

See Page 3 for the topics we cover.

If you would like to review any of the courses, or
want information on our competitive pricing,

please get in touch.

Hosting

Each of our clients gets a dedicated, branded portal
with full administration rights so they can create users,
enrol them on courses and access reports.

Or, if you already have a Learning Management System,
we can provide SCORM files for you to host the courses
yourself.
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Synopsis Outcomes Content

This e-learning course on Anti-Bribery & As a result of completing this course you 1. Introduction to the Bribery Act
Corruption will introduce you to the key will: 2010 key principles
offences in the Bribery Act 2010 and get
you thinking about different scenarios in * Understand the statutory offences of 2. Scenarios
which bribery risks can arise. bribing and being bribed
3. Quiz
As you work through the course it will be * Understand bribery risks around giving
helpful to have your Anti-Bribery policy to or receiving gifts
1. 1 hand so you can refer to it.
Antl brlbery & Y e Understand bribery risks around
. There is a quiz at the end of the course to charitable giving, political donations
Corruptlon test your knowledge. and hospitality

e Know how to apply your firm’s anti-
bribery policy in different situations

@ 20 minutes

o

Py Anyone working in a law firm
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Anti-money
Laundering -
Short Courses

Can be purchased separately
or as a bundle

10 - 15 minutes

Anyone working in a law firm

The Basics

This course covers the basic principles of
anti-money laundering and is designed for
anyone working in a law firm.

Content

¢ What is money laundering?

¢ Who launders money?

¢ Anti-money laundering offences

e Why do money launderers target law
firms?

¢ How do money launderers use law
firms?

e How do law firms protect themselves?

¢ Professional duties of lawyers, law firms
and their staff

e What's not covered by AML
regulations?

Duration

15 minutes

CDD & ongoing
monitoring

This course looks at customer due diligence
checks and is designed for anyone working
in a law firm.

Content

e What is Customer Due Diligence?

e When does CDD happen?

e  Who does CDD?

e Checking identity

e \Verifying identity

e Checking source of funds and wealth

e Checks on companies, trusts, wills and
probate

e Keeping CDD records

e Enhanced CDD for higher risks of
money laundering

Duration

15 minutes

Reporting

This course looks at your reporting
obligations if you know or suspect that
somebody is involved in money-
laundering.

Content

e When to report to your MLRO

e How to report to your MLRO

e What happens after a report to your
MLRO

e '"Tipping off"
Duration

10 minutes

KinchRobinson@b
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Anti-money
Laundering
Scenarios

@ 10 - 15 minutes

o

Py Anyone working in a law firm
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Synopsis

Our anti-money laundering scenarios help
you to maintain your knowledge and
understand how to apply it in practice.
The scenarios help to embed the right
approach to the exploring and decision-
making that should be an everyday part of
your approach to anti-money laundering.

The scenarios are based on real examples
and put you in the hot seat. Can you spot
the money launderer? Decide what
evidence to explore and what questions
to ask. Should you report to the client?
Continue acting? Report to your MLRO?

Each scenario takes about 10-15 minutes
to complete and includes feedback and a
quiz.

Outcomes

As a result of completing these scenarios
you will have:

e refreshed your knowledge of your
anti-money laundering obligations

e applied your knowledge to different
situations

Content

In each scenario, you will decide how to deal with the situation. What checks should
you make? What questions should you ask? What actions should you take?

Scenario 1 - Property investment A property investment company instructs a solicitor
to assist with the purchase of two properties. As the solicitor starts work, it seems that
some details don’t quite stack up.

Scenario 2 - CDD process Instructed by a property investment company you will follow
the CDD process and look at what happens when a PEP is involved.

Scenario 3 - Property investment discrepancies A property investment company
instructs a solicitor to assist with the purchase of two properties. There are
discrepancies between the information provided by the client and the information
available on Companies House.

Scenario 4 — Sale of a buy-to-let - A conveyancing firm is instructed by a client in the
sale of a buy-to-let property. The transaction seems to go smoothly until the police get
involved. Can you identify what went wrong?

Scenario 5 — Trust & Company Services Provision - This scenario covers Trust and
Company Services Provision work (TCSP), starting work when CDD is incomplete, and
AML training requirements.

Scenario 6 — Existing Client - A senior lawyer delegates a complex transaction to a
junior lawyer. The work is for an existing client, but does anything else need to be
explored?

Scenario 7 - Source of Wealth - A new client is buying an apartment. Our lawyer is
looking for Anti-Money Laundering red flags and conducting source of wealth and
source of funds enquiries.

Scenario 8 - Criminal convictions - In this scenario, our lawyers look at how previous
criminal convictions may influence anti-money laundering checks.

Cont...
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Anti-money
Laundering
Scenarios

@ 10 - 15 minutes

o

Py Anyone working in a law firm
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Content continued

Scenario 9 - Source of funds checks - This scenario covers key points on obtaining the
correct evidence for source of funds checks.

Scenario 10 - Funding a transaction by selling Bitcoin - This scenario looks at how to
manage the key AML risks involved. It covers which checks should be made and can
you understand the information that the checks reveal?

Scenario 11 - Bitcoin acquired by mining - A new client is financing a transaction with
funds raised from selling Bitcoin. She says she mined the Bitcoin herself. This scenario
looks at how to manage the AML risks involved.

Scenario 12 - Checks on a client’s relatives - In this scenario a property transaction is
being funded partly by a gift from the client’s parents. The solicitor wants to check
their sources of wealth and funds, but the client says he can’t get them to release their
bank statements. Is there a solution that will allow CDD measures to be completed
properly?

Scenario 13 - Client requests their Know Your Customer (KYC) docs - This scenario is
about dealing with a client’s request to return or destroy their KYC documents. You will
learn where to look for guidance on retention, what documents need to be retained
and time limits.

Scenario 14 - Receiving third party funds from an unchecked source - This scenario
looks at the anti-money laundering difficulties that arise in a property transaction when
the seller’s solicitor unexpectedly receives completion funds from an unchecked
source.

Scenario 15 - This course looks at the situation where a client is not able to use an
onboarding app as they do not use a Smartphone. What exactly do the rules say about
client identification and verification, and what are the options if the tech cannot be
used? Do you know?
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Ethics Essentials

@ 5 - 10 minutes each

o

Py Solicitors & trainee solicitors
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Synopsis

These short ethics scenarios help to make
sure you know the right approach when
faced with ethical problems, and decisions
that impact on professional standards.

Each scenario is based on a practical case
study and challenges you to make the right
decision. Detailed feedback refers to the
Law Society of Scotland Practice Rules.

Ethics Essentials are ideal for lawyers at all
levels who need to build experience and
the confidence to do the right thing.

Outcomes

As a result of completing the scenarios you
will

e be more familiar with the Law Society
of Scotland Practice Rules

e understand how the Practice Rules are
applied in specific situations

e be better able to spot ethical problems
and seek help

Content

The course covers:

e Quickfire scenarios (5-10 minutes) on
realistic ethical situations in the legal
sector

e Designed to get people engaged and
thinking about ethical problems

e Accessible on a phone or tablet so
staff can learn on the go as well as in
the office

e Trackable, with the option to self-host

e Easyto incorporate into your risk
management strategy

Scenarios

e Conversations with people you trust
e Late registration of a charge

e Attending a networking event

e Paying a client’s bills

e Social media

¢ Beyond the workplace

e Forging signatures

e Aggressive correspondence

e Privileged documents disclosed

e Bullying at work

e Chatting in public

e Reviewing expert reports

e Preventing sexual harassment at work

e Complaint to the Scottish legal
complaints commission

e Working with senior colleagues
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Fraud
Prevention

in Law Firms

Fraud Prevention
in Law Firms

Module 1 - 20 minutes

Module 2 - 15 minutes

All law firm staff for module 1

Managers, supervisors and owners
for module 2

KinchRobinson@b

Synopsis

This course helps firms to manage the risk
of fraudulent behaviour. The first module
focuses on what amounts to a fraud
offence, how to prevent fraud and what
staff must do if they suspect fraud.

The second module is additional training for
managers, supervisors and owners. It
focuses on what steps they should be taking
in order to protect the firm.

There are two versions of the course
depending on whether your firm meets the
“large organisation” threshold set by the
ECTA 2023. Get in touch if your firmis a
large organisation.

Outcomes

As a result of completing this course you
will:

e understand the importance of avoiding
fraudulent behaviour

¢ know the different kinds of fraud
offences

e understand the possible criminal
penalties for committing fraud

e understand the possible disciplinary
and regulatory consequences of
fraudulent behaviour

e know the importance of speaking up if
you suspect fraudulent behaviour

e know how to report any concerns you
may have

Content

Module 1

What is fraud?

The penalties for the firm and for
individuals?

Identifying fraudulent behaviour

Playing your part in protecting
yourself and the firm

Quiz

Module 2

Defending a prosecution for failure to
prevent fraud

Reasonable prevention procedures

*  Fraud reviews & risk assessments
= Anti-fraud plan

*  Fraud prevention training

= Internal controls and reporting
procedures

= Compliance audits
=  Whistleblowing procedure

*  Procedure for investigating
suspected fraud

Reflecting on your department/team

Home =—
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30 minutes

Suitable for all levels of staff
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Synopsis

Our GDPR e-learning course focuses on real
situations and dilemmas at work. By doing
so it will change attitudes and behaviours,
challenge people to make good decisions,
and show people how to use your policies
and resources to reduce GDPR risk.

Outcomes

If you're serious about the General Data
Protection Regulation (GDPR) then you've
got to be serious about changing people's
approach to handling personal data and
that's the focus of our e-learning.

Our online GDPR training looks at everyday
situations and practical steps that people
should take to handle data properly, make
good decisions, and follow your policies.

As a result of completing this course, your
staff will:

e become familiar with the key
requirements of the GDPR and Data
Protection Act 2018,

e be more careful with the data they
handle,

e know what to do when there's a data
handling or privacy problem, and

¢ have awareness of the consequences of
data breaches.

Content

1. Why GDPR matters to you

2. Principles and rights

3. Organising and attending events
4. Working in the office

5. Working away from the office

6. Email

7. Calls

8. Handling breaches

9. Employee rights and duties
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Information
Security

@ 20 minutes

(@) .
o All law firm staff
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Synopsis

This course looks at the threats and risks
law firms face relating to the data and
information they hold, and what staff can
do to defend against security breaches.

It walks learners through the main risks
they are likely to face at work, with
interactive activities that will help them
spot the common signs of threats such as
phishing. There is also a survey which
allows learners to reflect on their current
information security practices, and which
offers tailored feedback.

Outcomes

As a result of this course, you will be able
to:

¢ identify the main risks facing law firm
information and data

e recognise some of the ‘red flags’ to look

out for

e reflect on your current information
security practices and how to improve
on them

Content

e Phishing

e Shoulder surfing

e Tailgating

e Qutsider/insider threats

e Survey with tailored feedback
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